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Deleting Interlocks

1. Clickto select an Interlock.

Figure 2-35 Deleting an Interlock

Panel Configuration

MACF05494002612 Settings Host / Loop Communications Inputs Outputs Card Formats Advanced
Primary (Panel No 1)

Site Codes
.’ Interlocks
NAME TRIGGER REACTION ALARM NORMAL
Security Certificate
N Door #1 Egress Door 1 Egress Switched Pulse No action
EVL Discovery Enabled REX1 Ground «©
RelAux 1
File Management
Door #1 Shunt Switched Door 1 Status Follow Follow O
Enabled Ground DoorCntl

Rel Aux 1

Click the Delete button . A message appears asking for confirmation.
Click OK.

Enabling/Disabling Interlocks
e Click the Enable/Disable button O A confirmation appears if successful.

Configuring People and Cards

Configuring People

The People tab on the People & Cards interface allows you to do the following:
e Create a person, including assigning/adding a card.

¢ Modify a person.

e Delete a person.

You can configure people to have one of the following card types, with the appropriate
available functionality. Select from Supervisor, Employee, and VIP.

Navigate to the People tab on the People & Cards window:
¢ Click People in the Dashboard to access the People & Cards interface, or

e Click Configuration in the Menu, then click People & Access > People & Cards.
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Figure 2-36 People & Cards Configuration Interface

Configuration
o People & Cards
Schedules & Holidays ards DERICS
Select All First Name Last Name
People & Access A8 o ) W Aaron Barbe
Access
B. Allen
Enatle
Dulce Sanchez Ensble
Exétla
H.Tom Card Type
Supervisor | WP
Or assign from an available set of cards Add
Jim Smith
1111
John Abrams
Maria Infante
Creating a Person
1. Clickto on the People tab to create a new user.

Figure 2-37 Creating a New Person

- O

C
C

Enter a first and last name.
Enter a card Number.

Or click Add near the bottom of the window to assign a card from an available set of
cards.

4. Enter a PIN (numbers only).
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Note A PIN is optional; however, if the door reader is configured to require PIN
identification (see Configuring Door Reader Settings on page 43), then you
must create a PIN for the card holder here. The PIN has a maximum of six
digits.

Note If you are adding multiple cards, then you cannot enter a PIN/Password.

Turn Trace on or off.

Trace provides a record of the person’s path through the facility by sending an alarm
message to the Alarm & Events screen whenever a card with trace enabled is
presented at a reader.

Select a type of Usage.

a. Ifyou select Temporary, then you must select from the calendar an end date for
the temporary card.

b. If you select Limited, then you must enter the maximum number of accesses
granted to the temporary card, between 1 to 255.

Select an Card Type: Employee, Supervisor, or VIP.

Note Oncea VIP card is added to the database, it can gain access to any door
regardless of the access level. VIP card can also bypass Duress,
Anti-Passback, Disabled Reader Mode, Duress, Limited Use, Lockdown
Reader Mode, Site Code, and Temporary Use.

Click Save.

Modifying Cards

1.

Click to select a card.
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Figure 2-42 Modifying a Card

Configuration

Configure your Spaces

Schedules & Holidays

2Schedules &1

People & Cards

Access

People & Cards

People  Cards

Select All

DETAILS
1234

Supervisor

vip

PIN
4321

Activation Date

10/24/2017

Trace

2. Make the changes to the card, then click Save.

Deleting Cards

1. Clickthe box next to the card. A delete icon appears

Figure 2-43 Deleting a Card

Configuration

your Spaces
pured

Schedules & Holidays

2Schedules & 1 Holiday

People & Cards

Access

People & Cards

People  Cards

Select All

DETAILS
Card Number
1234
Note
Temporary
Use Limit

vip

PIN
4321

Activation Date

10/24/2017

Trace

2. Clickthe delete icon

. A confirmation message appears.

3. Click OK to confirm the deletion.
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Configuring Access Groups

Every card is assigned an access group, which specifies the schedule, or time schedule,
during which the card holder can be granted access at a specific door. For example, an
access group embedded in an employee’s card might allow the employee to enter the
facility only through door 2 from 6:00 AM to 6:00 PM, Monday through Friday.

On the Access Groups panel, you can:

e Select Reader A and/or Reader B for each door. Note that if a reader is disabled,
then the schedule drop down list for that reader will not be accessible.

¢ Create an access group.

¢ Modify an access group.

e Delete an access group.

e Seta Schedule for each door.

e View other panels with readers in this access group.

Note

Since an access group is defined by door and schedule configurations, you
must configure the door (see Configuring Doors on page 42), people (see
Configuring People on page 66), and the schedule (see Entering a Panel
Name on page 28) before configuring an access group.

To navigate to the Access Configuration page, click:

¢ Menu > Configuration > People & Access > Access > Create an Access Group, or

e Access Groups in the Dashboard, then Create an Access Group.

Figure 2-44 Access Group Configuration Page

7 Schedules &5 Hols

People & Access
7 People &3 Acce:

People & Cards

Access

Configuration

Configure your Spaces

Schedules & Holidays

Access Groups

Select All

People Access Rights

FULL ACCESS
1 People Master
Default Time Zone (24xT)

Aaron Barbe

USERS
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Creating a New Access Group

1. Click to open the new access group configuration panel.
Figure 2-45 Access Group Configuration Page
Configuration
Configure your Spaces Accoss Groupiiame
Seheliles g olides People Access Rights
People & Access Select All Entity Schedules Output Group
P R Master No schedule assigned -
Peuple & Cards 1 People Selected bearta Mo ccnodut ;
Aaron Baroe st D v end e
‘Week
Reader B “N",ngké”‘“
B. Allen 24xT
Dulce Sanchez No schedule assigned -
H.Tom
Jim Smith
John Abrams
Maria Infante
2. Entera name in the Access Group name field.
3. Clickto select People for this access group.
4. Click to expand a space/entity to show the doors and readers assigned to that space.
5. Click the drop-down menu to assign a schedule to that door and/or reader.
6. Click Save to save the new access group.
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Monitoring and Reporting

MPAL1 allows you to monitor the following:

Alarms: Alarms are events, or system transactions, that are assigned alarm status,
including invalid card reads or forced doors.

Events: Events are the recorded system transactions. For example, door statuses,
database changes, invalid cards, valid cards.

Doors: Doors are a collection of inputs and outputs connected on the panel that are
associated to reader(s).

Inputs: Inputs are terminals located on the panel; the inputs are wired to input devices,
such as door-position switches that monitor status of a door.

Outputs: Output relays are relays located on the panel that are connected to output
devices, such as a door lock or a siren.

Reports: Future release: Download a .CSV file of the People and Cards Report and an
Alarms & (Web) Events Report. Download a Diagnostic Report as a bin file.

Note  MPAL has been evaluated for standalone use only. Monitoring features are
supplementary only and have not been evaluated by UL.

Monitoring

Monitoring Alarms and Events

Note  MPAL is listed for access control only. No burglary applications have been
investigated.
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Alarms

Alarms are system-generated messages that might indicate the need for user attention.
To view alarms and events, you have to navigate to the Alarms & Events window.

Events

Events are both panel- and web-generated events. Panel events include the recording of a
card read by a reader. Web events include the recording of a user login.

Navigating to the Alarms & Events tab:

Click to open the menu, then click Alarms & Events. NOTE: Alarms & Events display
transactions from all panels in the loop on the same page. The users do not have to go to
each panel to see their individual transactions.+

Figure 3-1 Alarms & Events Window

Alarms & Events

Showing 200 out of 589 Alarms & Events CLEARALL FILTERS DOWNLOAD ALARMS/EVENTS DOWNLOAD WEB EVENTS

Date/Time Panel Number Device Name Space Severity Type LN PN Cred-PIN/Site Card Holder Name

Panel
04/23/2020 1 Output Table Database o o 7-3 admin
13:18:02

update

Panel
04/23/2020 1 Output Table Database o o 7-3 admin
09:27:35

update

Panel
CE 2D 1 Door Table NORMAL Database o 0 16-1 admin
09:27:34

update

Panel
04/20/2020 1 Door Table Database o o0 16-1 admin
07:49:21

update

Panel
04/20/2020 . Input Table Database 0 0 6-1 admin
07:49:21

update

Panel
04/19/2020 .
feamin 1 Input Table -HEHME. Database 0 0 6-5 admin A

Table 3-1 Alarms & Events Fields

Field Description

Event/Alarm indicator:
Grey = Event
Gold = Alarm

Date/Time Indicates the date and time of the event.

Time sort: You can sort the events by most recent or most
distant by clicking the up arrow next =] to Date/Time in
the header

Date filter: You can filter by date (the last seven days, the
last 30 days, or custom) by clicking the filter icon %/ next
to Date/Time in the header

Panel Number Indicates the Panel ID if you have more than one panelina
loop.
Device Name Displays the name of the device that generated the alarm.
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Table 3-1 Alarms & Events Fields

Field

Description

Space

Displays the name of the space where the alarm occurred.

Filter by Space: You can filter alarms and events by the
space by clicking the filter icon next to Space in the
header.

Severity

Indicates the importance of the event: Normal, Major, or
Critical.

Normal: Indicates that the panel or device is back online,
valid card transactions, the input is back to the normal
state, or an output has been used.

Major: Indicates an invalid card transaction, such as card
not found, invalid format, anti-passback violation, site
code violation, time-zone violation.

Critical: Indicates that the panel or a device is offline, or
thatan inputis in an alarm state.

Filter by Severity: You can filter alarms and events by the
severity by clicking thefiltericon next to Severity in the
header.

Type

Indicates the type of alarm/event, such as:

¢ Normal State

e Alarm State

e Ajar State

e Card Found

e Card Not Found

e |nputAlarm

¢ Panel Offline

Filter by Type: You can filter alarms and events by the type

by clicking the filter icon next to Type in the header.
There are 61 event types from which to choose.

LN (Logical Device
Number)

A unique number starting at 1 thatis assigned to an alarm
generating point. This number is never duplicated on a
Controller.

There is one exception to this: Door Readers.

PN (Physical Device
Number)

A number at the board level that is assigned to a specific
alarm generating point.

There is one exception to this: Door Readers.

Cred-PIN/Site

Identifies the card number, and either the PIN or site code
number of the card. Reports only events that have an
invalid Card Number, invalid Site Code, or invalid PIN.
Invalid Cards are reported by themselves. Invalid Site
Codes and invalid PINs are reported with the card number
that was presented along with them.

Filter by Cred-PIN/Site: You can filter alarms and events
by the Cred-PIN/Site by clicking the filter icon next to
Cred-PIN/Site in the header, and then entering a card
holder number.
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Table 3-1 Alarms & Events Fields

Field Description

Card Holder Name Reports a Card Holder name on events where the Card
Number is an actual card in the system.

Filter by Card Holder Name: You can filter alarms and
events by the Card Holder Name by clicking the filter icon

next to Card Holder Name in the header, and then
entering a card holder name.

Clear All Filters Click to clear all display filters (Date/Time; Space; Severity;
Type; Cred-PIN/Site; Card Holder Name).

Download For generating reports. See Reporting on page 86.

Alarms/Events

Download Web Events For generating reports. See Reporting on page 86. Web
Events include logins with invalid passwords and logging
in/out, for example.

Monitoring/Managing Doors

The panel supports 1 Door. The door status screen provides status for each door’s egress,
status, and tamper and also status of the door lock relay.

The Door Status screen enables you to:
* View the current status of each input (Normal, Alarm, Cut, Short, Unshunt/Shunt).

e Shuntorun-shunt any input. Shunt means that the input’s change of state is ignored.
This way you can allow a door to be held open without signaling an alarm. The default
state of an input pointis "unshunted."

e Restore the input to its schedule. A schedule is a specified time period during which
the input will be shunted and the alarm deactivated (for schedule management, see
Configuring Time Management on page 30).

e View the current status of each output (Energized, De-energized).
e Pulse, energize, or de-energize the Door Lock relay.

. Restore the Door Lock to its schedule.

Navigating to the Spaces & Doors tab:
Click to open the menu, then click Device Management.
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Figure 3-2 Device Management Window

Device Management

Space & Doors Auxiliary Connections

DefaultSpace

- DefaultSpace Doorl.1
Doorl.1 INPUTS
Panel Number 1 Name Status Actions

boor 1 Tomper-s @ Normat | Shurt

OUTPUTS

Name Actions

Monitoring Inputs

The panel supports door, panel, and auxiliary inputs. The door inputs provide egress,
status, and tamper monitoring. The auxiliary inputs support any monitoring devices
connected.

The Input Status screen enables you to:
e View the current status of each input (Normal, Alarm, Cut, Short, Shunt).

e Shuntor unshunt any input. Shunt an input to ignore a change of state. This way you
can allow a door to be held open without falsely signaling an alarm. The default state
of an input pointis “unshunted.”

e Restore the input to its schedule. A schedule is a specified time period during which
the input will be shunted and the alarm deactivated (see Entering a Panel Name on
page 28).

Navigating to the Auxiliary Connections-Inputs tab:

Click = to open the menu, then click Device Management > Auxiliary Connections >
Inputs.

Figure 3-3 Device Management Window - Auxiliary Connections - Inputs

Device Management

Space & Doors  Auxiliary Connections

PANELS Inputs Outputs Output Groups

MACFO05494002614
Panel Number 1

IP-10.78162.154 Panel Tamper Ext ® Normal Shunt
MAC - FO54:94:0026:14

Name Status Actions
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Restoring the Schedule

1. Click Restore to Schedule to restore the input to its shunt state based on its current
schedule. A window appears to confirm the action.

2. Click OK.

Monitoring Outputs

An outputis a device that changes state when it is energized, pulsed, or time-zone
controlled. For example, a successful card read at a reader pulses a door lock. The lock
changes its normally locked state to an unlocked state and the cardholder opens the door.

The panel supports one door output. The panel also supports up to one additional
auxiliary output.

Configuring Outputs

Before you can monitor outputs, they must first be configured. Outputs can be configured
individually as discrete outputs (see Configuring Panel /0 and Groups on page 52) or
collectively as a group of outputs.

Note The Pulse and Restore to Schedule buttons only function when an outputora
group has a valid pulse time or a schedule assigned.

On the Outputs tab, you can do the following:

e View the current status of each output in the Discrete tab (Energized or
De-energized).

e View the current status of each group of outputs in the Groups tab.
e Energize or de-energize any output or group indefinitely.

e Pulse any output or group. This energizes the output or group for a configured period
of time (see Monitoring Outputs on page 82).

e Restore the output to its configured schedule. A schedule is a specified time period
during which the output will be energized. (see Entering a Panel Name on page 28).

Navigating to the Auxiliary Connections-Outputs tab:

Click to open the menu, then click Device Management > Auxiliary Connections >
Outputs.
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Figure 3-4 Device Management Window - Auxiliary Connections - Outputs

Device Management

Space & Dooifs Auxiliary Connections
PANELS Inputs Output Groups
MACFO5494002614 Name Actions

Panel Number 1

IP-10.78.162.154 Relay Energized

MAC - FO:54:9400:26:14

Note The Output Status screen dynamically refreshes when the output status
changes.

Table 3-2 Output Management Settings

Field Description

Energized Click to energize an output for an indefinite period of time.
De-energized Click to de-energize an output for an indefinite period of time
Pulse Click to pulse an output for the configured period of time.

Restore to Time Zone Click to reset the output to follow its configured time zone.

Monitoring Output Group

Configuring Output Groups

Before you can monitor output groups, they must first be configured. See Configuring
Panel l/0 and Groups on page 52), and select Group when configuring the output.

Navigating to the Auxiliary Connections-Output Groups tab:

Click to open the menu, then click Device Management > Auxiliary Connections >
Output Groups.
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Figure 3-5 Device Management - Auxiliary Connections - Output Groups

Device Management

Space & Doors  (Auxiliary Connections
DANEES Inputs  Outputf  Output Groups
MACO040840A0362 ez

Name

Panel Number 1

P-102

Table 3-3 Output Groups Management Settings

Field Description

Energized Click to energize an output for an indefinite period of time.
De-energized Click to de-energize an output for an indefinite period of time
Pulse Click to pulse an output for the configured period of time.

Restore to Time Zone Click to reset the output to follow its configured time zone.

Configuring Door Outputs

An Switched Ground or output relay, acts like a switch on the panel that either energizes or
de-energizes or pulses an output device, such as a door lock or an LED.

Switched Ground:

For direct control case of a Door Strike, the strike is connected to the DMU’s 12 VDC and
the Switched of external Door Strikes or Magnetic Locks, a Switched Ground is provided.
In the useGround. The DMU can be configured in software as Normally Closed (Switched
Ground is nominally closed) or Normally Open (Switched Ground is nominally open).

The Outputs tab allows you to configure the following settings:
¢ Qutput Name

* Pulsetime

e Latch and Interlock (enable/disable)

e Scheduling

e TZCard Toggle

e FirstCard Rule
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1. Click Outputs on the Doors configuration window to open the Outputs configuration

pane.

Figure 3-6 Door Outputs Configuration Interface

Configuration

Configure your Spaces
18pace configured

Defaultspace

Doorl 1

Schedules & Holidays
15chedule & J Holiday

People & Access Groups
0 Penple & 0 4ecess Group

Doorl.1

Readers Inputs  Outputs
Lock
Qutput 3

Reader LED
Output 2

Discreze Sroup 3 v

GENERAL

Narme Pulse(HM:$)
Switched Ground ‘ 0 0 |1
Latch Intetlocks TZ Card Toggle

Enablz

Disable Enable

SCHEDULING

Energized Disable Interlocks

Choose a Schedule v Choose a Schedule v

First Card Rule

2. Enter an Output Name.

3. Configure the following general settings.

Configuration Description

Pulse Specifies the duration for which the device will assume abnormal
status. For example, it specifies how long a horn will sound or a
door strike will remain released. The maximum length of time is 1
hour, 45 minutes, 59 seconds.
You can express seconds in tenths of a second.

Latch Toggles the state of the outputs between energized and

de-energized status upon every activation (code use, interlock, or

manual pulse).
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Configuration Description

Interlocks Enables you to disable the interlock, or programmed interaction
between two points. When enabled, this pointignores allinterlock
actions to it, effectively disabling it from being a Reacting
Component.

TZ Card Toggle Requires, like the First Card Rule, a valid card read within the
schedule to enable the schedule (period in which doors are
unlocked) to take effect. Unlike the First Card Rule, however, the
user can swipe the card a second time to return the doors to a
locked state.

Note Both TZ Card Toggle and First Card Rule cannot be
enabled at the same time. Appears only on door lock
outputs.

First Card Rule Requires a valid card read within the schedule to enable the
schedule (period in which doors are unlocked) to take effect.

Note Both TZ Card Toggle and First Card Rule cannot be
enabled at the same time. Appears only on door lock
outputs.

4. Configure the following schedule settings.

Configuration Description

Energized Sets the period during which the output is automatically
energized.

Disable Sets the period during which the interlock, a programmed

Interlocks interaction between selected inputs, outputs, and groups will be

disabled. During the selected Schedule, this point ignores all
interlock actions to it, effectively disabling it from being a
Reacting Component during the Schedule. Outside of the
Schedule the point will react to interlocks as expected.

5. Click Save.

Reporting

Generating Event Reports

On the Alarms & Events window, you can download Alarms/Events or Web events.

1. Click to open the menu, then click Alarms & Events or Web Events.
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Figure 3-7 Alarms & Events Window

Alarms & Events

Date/Time =] Y/ Panel Number

L ow23/2000131802 1
L\ 04/23/20200927:35 1
L ow23/20000827:34 1
S\ 0420/2000074921 1
L\ ow202000074820 1
S\ 0419/2000143414 1
Ll ow19/2000143413 1
S\ 04/16/2000134253 1
Ll ow16/2020134259 1
L 04/18/2020133807 1

0 qunammniasenr 1

Showing 200 out of 589 Alarms & Events [ IFLEIN RIS DOWNLOAD ALARMS/EVENTS DOWNLOAD WEB EVENTS

DeviceName Space Y/ Saverity Type IN BN Cred-PIN/Site Card Holder Name /.
Output Table Panel Datoase 0 o 1.3 admin
update
Output Table Panel Detabase o 0 73 admin
update
Door Table Panel Datatase 0 0 161 admin
update
Door Table Panel Datatase 00 161 admin
update
Input Table Panel Datoase 0 0 61 admin
update
Input Table Panel Datatase 0o 0 65 admin
update
Door Table Panel Dstatase 0 0 161 admin
update
Panel Configuration Panel Database 0 0w i

S update
Pansl Configuration Panel Database 0 o i f—
Table S update
Panel Configuration Panel Database
e e o0 ainin
Panel Configuration CTT— Prel Dstatase e » v

When you click on one of the download events buttons, a dialog box pops up to advise
that the file you are downloading is not secure, and that you save that file in a secure
location. It then asks for you to confirm that you want to download filtered

Alarms/Events or Web Events.

2. Click OK to confirm.

An excel spreadsheet report is generated and appears in the lower tool-bar of your

browser.

3. Clickto open the reportin Excel.

Generating Diagnostic Reports

In the File Management window, you can download Card and Diagnostic reports.

1. Navigate to the File Management window: Click Panel Configuration > Advanced >
File Management.

Figure 3-8 File Management Window

[ NetdXS 60 x

<& C Y | A Notsecure | hitps//12.48.139.71/views/home/index Isp#//panelsetting/advanced/fileManagement

32 Apps f Settings Favourites

Panel Configuration

MAC0040840A0362
Primary (Panel No 1)
1P -10250.17.176

MAC 00408400362

Links [P Pay a traffic or red lic

Settings  Host/Loop Communications  Inputs  Quiputs  Card Formats  Advanced
Site Codes UPLOAD (FROM PANEL):
Interlocks Diagnostic Report

Security Certificate

EVL Discovery

2 UPLOAD

Card Report
Diagnostic Report

Choose File

( File Management

)

Downstream Devices

BROWSE

2. Select Diagnostic Report from the drop-down menu, then click UPLOAD.
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When you click on UPLOAD, a dialog box pops up to advise that the file you are
downloading is not encrypted and that it might contain sensitive configuration and
cardholder data. It then asks for you to confirm that you want to upload the report.

3. Click OK to confirm.

A. Binfile is generated which can be saved and sent to Honeywell technical support
for diagnosis.

4. Click to save the file in a secure location of your choice.

Generating People/Card Reports

1. Navigate to the People & Cards page: Configuration > People & Access > People &
Cards.

Figure 3-9 Generating a People/Card Report

Configuration

Confi S|
1 onug[uu"e‘y?:ir paces People & Cards O

DETAILS

Schedules & Holidays People  Cards
o
People & Access AB oD WO " Aaron Barbe
7 People & 3 Access Group:
CARD
People & Cards Aaron Barbe
Card Number PIN
Access
B. Allen Note Trace
Temporary
Dulce Sanchez Enable
Use Limit
H.Tom Card Type
Supervsor VP
Or assign from an available set of cards Add
Jim Smith
1111
John Abrams
Maria Infante
2. Click the download button in the top right corner.

You see a message confirming that you want to download a People/Cards report.
3. Click OK.

A comma-separated values (.CSV) report is generated and appears in the lower
tool-bar of your browser.

4. Click to open the report in Excel.
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Maintenance

Overview

This chapter contains:
e System-wide backup
e Panel Resets and Restorations
e Firmware Upgrades
e Primary / Secondary Panel Replacement Use Case Scenarios

* Primary / Secondary Panel Hard Default Use Case Scenarios

Backing Up

Navigate to the File Management interface:
1. Select a panelfrom the Panel Configuration interface.

2. Click Menu > Panel Configuration > Advanced > File Management.

Figure 4-1 File Management Interface

Panel Configuration

MACFO5494002614 Settings  Host / Loop Communications  Inputs ~ Outputs  Card Formats  Advanced
Primary (Panel No 1) —
1P-1078162154 Site Codes UPLOAD (FROM PANEL)
MAC - FO:54:040026:14
Interlocks Diagnostic Report v UPLOAD
Security Certificate DOWNLOAD (TO PANELY):
EVL Discovery Chooss File BROWSE

File Management
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Upload (From Panel)

I. Primary Panel Upload
From the primary panel's UPLOAD menu under File Management tab, it will list following
three options from drop-down list to upload from Panel,

e Diagnostic Report

e Card Report

e System-wide Backup

Il. Secondary Panel Upload
From any secondary panel's UPLOAD menu, it will list following two options from
drop-down list,

e Diagnostic Report

e Card Report

Backing Up (or Uploading) Other Data from the Panel to the Host
System

Card Report

Uploads the Card Number, Last Name, First Name, Trace, VIP, Limited Use, Card
Expiration, Temporary, Supervisor, Access Groups, Site Codes, Number of Bits, Pin, Info 1,
Info 2, Schedules, Activation Date, Issue Level, APB State, and Control Device card values
in a CSV file.

Note Card report(short and long) data is stored in a 64-bit format. Microsoft Excel
displays up to 32 characters. Therefore, you should save the report and then
open it in Notepad, instead of opening the report immediately in the default,
CSV format in Excel.

Diagnostic Report

Troubleshooting information can be retrieved from the panel using this function. The
report is not readable to the customer and is useful only as a tool to help Honeywell
technical support troubleshoot certain unusual problems.

To generate a diagnostic report,

1. Select “Diagnostic Report” from the Upload drop-down menu on File Management
screen.

Click Upload button.

Save the file when prompted to do so.
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Note The Diagnostic Reports saves as a bin file.

System-wide Backup

Uploads Card, Common and Panel configuration data in a proprietary internal format.

Common data includes:

e Schedules

e Cards

e Card Formats

e Holidays

e Access Group Name (access group details are panel-specific)

e Configuration (Site Codes)

Panel-specific data includes:

[3 NetAXs 60 x WY

e Access Group Schedule Reader Assignments

e Space/Door/Reader Configuration

¢ Panel Configuration (General)

¢ Panel Configuration (Firmware Version)

¢ Panel Configuration (Network) (IP addresses apply only to primary panel)

¢ Panel Configuration (Host/Loop Communications) (applies only to primary
panel)

< C' O | A Notsecure | https://158.100.143.199/views/home/index.lsp#/Home w @

Panel Configuration

MAC004084138203
Primary (Panel No 1)

MAC00408420A060
Secondary (Panel No 2)

Settings Host / Loop Communications Inputs Qutputs Card Formats  Advanced

Site Codes UPLOAD (FROM PANEL):

Interlocks System wide backup v UPLOAD

Diagnostic Report
Card

Security Certificate

System wide backup
RS-485 Unregister

Choose File

File Management

Downstream Devices
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Taking System-wide Backup for panel(s) is only allowed from Primary (gateway) panel's file
management page.

¢ Upon selecting system wide backup, Ul will show a field to enter password
e Password Must follow rules for valid password checks - need not be same as

current user/admin password:

" [ NetAXS 60 x = b

< C 0 | A Notsecure | httpsi//158.100.143.199/views/home/index.Isp#/Home s}\ S B

PASSWORD PROTECT BACKUP FILE

Password

¢ (lick save button the spinner will show while Primary panelis getting configuration
data from the Secondary panels.

Note The Backup file saves as a .bkp file.

Download (To Panel)

Following types of downloads are allowed from File Management sections
¢ Firmware (.bin file)
e Card Report (.CSV file)
e Backup file (.bkp file)

Firmware Download (Also see: Firmware Upgrades)

To restore (or download) firmware to a panel:

1. Select a Panelfirst, on which you want to download firmware from Panel
Configuration menu.

Click Browse to locate the firmware file.
Click Download.

When the download is completed, the panelis immediately rebooted. A status bar indicates
the progress of the reboot.
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Downloading a Card Database Report (.CVS file) from the Host System to the
Panel

1. Click Browse to locate the .CSV file. This .CSV file is usually the Card Report that was
previously uploaded from the panel as a backup.

2. Click Download to download the file. If the file is in the correct report format, then this
message appears:

Would you like to append or replace the database? Access Control does not function
while replacing a database, and updating may take several minutes.

If the file is not in the correct report format, a message states the error condition.
If the database update is successful, this message appears:
Update Successful. Restarting Access Control.

If the database update is not successful, a message states the error condition.

Backup file Download

Process to Restore the Entire Loop

1. Navigate to Primary Panel's Download option, Panel Configuration > Advanced > File
Management > Download (To Panel)

Click Browse to locate the backup file.
Click Download
Click "Restore Entire Loop"

When the restore is completed, all the panels are immediately rebooted. A status bar
indicates the progress of the reboot.

Restoring (Downloading) Panel Only

1. Choose the Panel you want to restore, Panel Configuration > Advanced > File
Management > Download (To Panel)

Click Browse to locate the backup file.
Click Download
Click "Restore This Panel Only" Option

When the restore is completed, the panelis rebooted.

DOWNLOAD (TO PANEL)

Select the type of restora.  Password

RESTORE ENTIRE LOOP RESTORE THIS PANEL ONLY
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Note Restoring any panel whose back-up info is not available in the .bkp file will
not be restored.

Note During the restore process, the system will prompt for a password that must
match the password that was used when the backup file was created.

Panel only restore will restore Panel Configuration data for the specific panel
and the Restore Entire Loop option will restore Card, Common and Panel
Configuration data to each panel in the loop.

Off-line panels while taking back-ups or restores will not be serviced.

Restoring any panel whose back-up info is not available in the .bkp file will
not be restored.

Restoring (Downloading) Entire Loop

DOWNLOAD (TO PANEL)

Select the type of restore.

RESTORE ENTIRE LOOP RESTORE THIS PANEL ONLY

Click Browse to locate the firmware file.

Click Immediate.
Click Download.

When the download is completed, the panelis immediately rebooted. A status bar
indicates the progress of the reboot.

« Download to gateway panel complete;
now processing the image'DO NOT
REMOVE POWER WHILE FIRMWARE
UPGRADE IS IN PROGRESS!
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Synchronizing a New Panel with Information on an Existing
Panel

No special operation is required. For any new secondary panel added in a loop,
Primary Panel will push card and common configuration to the new panel so basic
databases will already be synced up once panel is detected/added.

Note The secondary panelwill reboot after the panel is synchronized.

Primary panel to the Secondary panel synchronization occurs at the time the
Secondary panels are “Registered” with the Primary and will include the
common data.

Replace a Primary Panel in an Existing Loop (Web Mode)

Overview

Details the steps to replace a MPAL "Primary" panel with existing "Secondary" panels which
is connected to the Ethernet Virtual Loop (EVL). The System Wide Restore in the Primary is
required with an existing backup.

Primary Panel Replacement and System Wide Restore

IMPORTANT: Ensure a "System Wide Backup"is performed prior to replacing the Primary
Panel.

Step # 1. Power up the "New" Primary panel and log into the Web Interface.

Step # 2. Hard Default the "Secondary” panels as they are bound to the original Gateway
panel.

Step # 3. Navigate to the "Advanced” Tab of the primary panel:
¢ EVL Installations: Requires Manual Registration of the Secondary Panels.
¢ Navigate to the EVL Discovery and "Register” the Secondary Panels.
IMPORTANT: In order to proceed to Step #4 please wait for all panels to be synchronized.
Refer to the "Synchronization Detail Chart"

Step # 4. Select the "Restore Entire Loop" option from the "System Wide Backup" once all
of the Secondary panels are registered with the Primary.

¢ Refer to the "Restore Entire Loop Detail Chart"
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Replace a Secondary Panel (Web Mode)

Overview

Details the steps to replace a MPAL "Secondary" panel in an existing loop of Ethernet
Virtual Loop (EVL) in Web Mode.

Secondary Panel Replacement and Synchronization

Step # 1. Un-register the original Secondary panel in the Primary panel. Navigate to:
e EVL Tab: Menu > Panel Configuration > Advanced > EVL Discovery.
Step # 2. Install the replacement Secondary panel in the loop.
Step # 3. Navigate to the "Advanced” Tab of the primary panel:
¢ EVL Installations: Requires Manual Registration of the Secondary Panels.
¢ Navigate to the EVL Discovery and "Register" the Secondary Panels.
IMPORTANT: In order to proceed to Step #4 please wait for the Secondary panel to be
synchronized. Refer to the "System Detail Chart"
Step # 4. Program and add the new Secondary panels doors into the “Spaces”.
Step # 5. Program the custom settings for Readers, Input Points and Output Points.

Step # 6. Perform a "System Wide Backup" when programming is complete.

Hard Default a Primary in an Existing Loop (Web Mode)

Overview

Details the synchronization process of a MPAL "Primary | Secondary" panel after hard
defaulting an existing "Primary" Panel in Ethernet Virtual Loop (EVL) in Web Mode.

Primary | Secondary Panel Synchronization (Hard Default)

IMPORTANT: Ensure a "System Wide Backup" is performed prior to Hard Default of the
Primary Panel.

Step # 1. Perform a hard default and log into the Web Interface.
Step # 2. Navigate to the "Advanced” Tab of the primary panel:
¢ EVL Installations: Requires Manual Registration of the Secondary Panels.

¢ Navigate to the EVL Discovery and "Register” the Secondary Panels.
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IMPORTANT: In order to proceed to Step #3 please wait for all panels to be synchronized.
The Synchronization will remove the Common Database from the
Secondary panels. Refer to the "Synchronization Detail Chart"

Step # 3. Select the "Restore Entire Loop" option from the "System Wide Backup" once all
of the Secondary panels are registered with the Primary. Refer to the "Restore
Entire Loop Detail Chart"

Hard Default an Existing Secondary Panel (Web Mode)

Overview

This section details the synchronization process of a MPAL "Primary | Secondary" panel
after hard defaulting an existing "Secondary" Panel in a loop of Ethernet Virtual Loop (EVL)
in Web Mode.

Primary | Secondary Panel Synchronization (Hard Default)

Step # 1. Perform a System Wide Backup
Step # 2. Perform a hard default of the Secondary panel.
Step # 3. Un-register the original Secondary panel in the Primary panel. Navigate to:
e EVL Tab: Menu > Panel Configuration > Advanced > EVL Discovery.
Step # 4. Navigate to the "Advanced” Tab of the primary panel:
¢ EVL Installations: Requires Manual Registration of the Secondary Panel.
¢ Navigate to the EVL Discovery and "Register” the Secondary Panels.

IMPORTANT: In order to proceed to Step #5 please wait for the Secondary panel to be
synchronized. Refer to the "Synchronization Detail Chart"

Note For the Ethernet Virtual Loop (EVL) a manual registration is required.

Step # 5. Restore the System Wide Backup and select the "Restore this panel only" option.

(If a backup hadn't been performed the Panel-specific Data will need to be
re-programmed.)

¢ Refer to the "Restore Entire Loop Detail Chart"
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Synchronization Detail Chart

Synchronization

Primary panel to the Secondary panel synchronization occurs at the time the Secondary
panels are "Registered" with the Primary.

The Synchronization only occurs at the time of panelregistration and willinclude Common
Data.

The Secondary panel will reboot after synchronization.

Example:

Primary to Secondary Synchronization in following order with (3) Secondary Panels:
1. The 1st Secondary panel will receive the backup and reboot.
2. The 2nd Secondary panel will receive the backup and reboot

3. The 3rd Secondary panel will receive the backup and reboot.

Common data includes:

e Schedules

e Cards

e Card Formats

e Holidays

e Access Group Name (access group details are panel-specific)

¢ Configuration (Site Codes)

Access control behavior during synchronization:

e Primary Panel access control not affected.

¢ Newly registered secondary panels will show online in Web Interface and will
keep its existing card and common configure. Once common data received,
secondary access control and communication processes stop running and
the existing common data will be overwritten by new one from primary. Once
the common data is received the Secondary panel will reboot.

e Approximately 4 minutes for secondary panel access control to function after
registration and synchronization.
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Restore Entire Loop Detail Chart

System Wide Backup Restore:

Primary panel to the Secondary panel downloads the following:
e Common Data

¢ Panel-specific data

Example:

System Restore in the following order with (3) Secondary Panels:

The 1st Secondary panel will receive the backup and reboot.

2. The 2nd Secondary panel will receive the backup and reboot
3. The 3rd Secondary panel will receive the backup and reboot.
4. The Primary panel will receive the backup and reboot

Common data includes:
e Schedules
e Cards
e Card Formats
e Holidays
e Access Group Name (access group details are panel-specific)

¢ Configuration (Site Codes)

Panel-specific data includes:
e Access Group Schedule Reader Assignments
e Space/Door/Reader Configuration
¢ Panel Configuration (General)
e Panel Configuration (Firmware Version)
¢ Panel Configuration (Network) (IP addresses apply only to primary panel)

¢ Panel Configuration (Host/Loop Communications) (applies only to primary
panel)

e Web Users (applies only to primary panel)

Important Points to Note:

System Wide Backup will backup both Card Data and Panel-specific Data with "All" panels
on-line. If a Secondary panel is off line the System Wide Backup will not backup the
Secondary Panel-specific data.
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If the Secondary panel comes back on line the panel will not be serviced at the time of the
restore.

/A File Management
Following panels are not restored because corresponding
panel is offline or backup file for the panel is not available

MACO04084204CFE

The "Panel Only" restore will only restore "Panel-specific data" to the particular panel.

Restoring the Panel to Factory Default Settings

a. Pressthe Reset button continuously for 30seconds. While Pressing the reset
button, the Run LED flickers fast.

b. Oncetheresetoperationis complete, Run LED will turn OFF and turns ON again.
The turn OFF and turn ON will indicate the reset operation is complete

Onceitis turns ON, release the Reset button.

d. The panelis now reset to the original factory default values.

Resetting the Panel
1. Navigate to the Settings panel:
¢ Dashboard > Panels > Settings, or

¢ Menu > Panel Configuration > Settings.
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Figure 4-2 Settings Panel

Panel Configuration

MACO00408400DA45New
Primary (Panel No 1)
IP-1078.32114

MAC - D0:40:84:00:DB:06

Settings  Host/ Loop Communications  Inputs  Outputs  Card Formats  Advanced
GENERAL
Panel Name Firmware Version
MAC00408400DA45New 10345
Panel Type Boot Time 0S Version
MPA2 Mon Dec 16 16:56:43 2019 7.0-r16 ( 2016.03-F1-1.0.10130, 49.141+gf1855eT )
NETWORK
MAC Address
00:40:84:00:db:06
1P Address Subnet Mask Default Gateway
Static DHCP 10.78.32.114 255.255.255.0 10.78.32.1
TIME MANAGEMENT Current Panel Time : Monday, December 16, 2019 - 07:31:58 PM
Format (in hr)
za

2.

Click Reset.
Click OK to reboot the panel.

Firmware Upgrades

Panel Requirements

MPAL panels must first be upgraded to latest firmware. See the release notes for more
information.

Overview

Note The secondary (downstream) EVL panels should be upgraded first, and then

the primary (MASTER).

The following procedures provide step-by-step instructions for upgrading the MPA1
controller.

Upgrading the firmware can involve the following actions:

e Backing up the database from each panel

IMPORTANT: Recommend to back up the database before and after the firmware
upgrade.
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Planning for the Firmware Upgrade

Note The Secondary panels must be upgrade first in any order and then upgrade
the Primary panel last.
The Secondary panel Firmware upgrade through panel web page is not
recommended. Refer the below two sections to upgrade the Secondary
panels.

For primary panel, plan 30 minutes (approximately) to upgrade for the OS + Application

Note If aSecondary paneldoesn’tcome on line with the primary perform a manual
“Reboot” of the Secondary panel.

Ethernet Virtual Loop (EVL):

Step # 1. “Unregister” the Secondary panels

Step # 2. Perform a Factory Reset, to make the Secondary panel as Primary.
Step # 3. Upgrade the firmware

Step # 4. Configure the panels back to Secondary and manually “Reboot”
Step # 5. "Re-register” Secondary panels manually in the Primary panel

Remember to return their configuration back to a downstream panel once the upgrade has
been successfully completed.

The firmware and Operating System (OS) can be downloaded from the Honeywell
Download Center at the following site: https://mywebtech.honeywell.com/.

Updating the MPA1 Panel Using the Web Interface

Step 1: Installing the new File

1. Navigate to the web server Panel Configuration > Advanced > File Management >
Upload (To Panel).

Under Download (To Panel) click Browse to locate the application bin file.

Select the file and click Download. Click OK to continue. Once the "Download to
primary panel complete; now processing the image” message pops up, click OK again.

4. You will see the Download to primary panel complete; now processing the image
message once again. Click OK. This time a reboot will be triggered and you will see the
message: "The Panel is now rebooting. Wait 30 minutes, then click Refresh
and log back 1in."

Step 2: Verifying that the Installed Versions are Correct

1. Navigate back to the web server Menu > Panel Configuration > Settings.
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In the Firmware Version section, you should see the latest application versions listed
as 1.0.1 x. In the Operating System section, you should see the latest OS version.

If you notice any communication issues, and the upgrades are complete, typically this
means there is more than one panel set up as a primary on the active loop. from the
cycle power on all the panels on the loop.

After upgrading a MPAL1 panel, you must clear your browser’s cache. See Clearing the
Cache and Cookies in the Internet Browsers Used by the MPA1 Web Server for details.
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Caches and Certificates

Caches

Clearing the Cache and Cookies in the Internet Browsers Used by the
MPA1 Web Server

The MPAL supports Google Chrome. Itis recommended that the cache be cleared following
a successful upgrade.

Note After upgrading a MPAL panel, you must clear your browser’s cache.

1. Openyour Chrome browser and click the menu button (three vertical dots) in the top
right corner of the browser window.
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2. Select Settings to display the settings screen.

¢ Click the Advanced link at the bottom of the Settings screen to display the
Clear Browsing Data screen:

Clear browsing data X
Basic Advanced
Timerange  All time -

Browsing history
Clears history and autocompletions in the address bar.

Cookies and other site data

Signs you out of most sites

Cached images and files

Frees up 19.5 MB. Some sites may load more slowly on your next visit.

CANCEL CLEAR DATA

e Ensure that the selections pictured in the above image are chosen.
3. Click CLEAR DATA.

Generating and Installing Certificates

Section 1 - Generating sign-in request and installing certificates

In order to have Google Chrome display the panel as secure, it's necessary to
Generate a signing request.

The Certificate Authority provides two types of certificates:

Certificate to be installed in the panel.

Master certificate to be installed in the browser(s).

Install the certificate in the panel.

o o & w N

Install the master certificate into the browser.
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[} NethXS6.0

€« C | A Not secure | hif5//192.168.48.139 i s/ Jsp ed/security/sslcreate % o i

= Panel Configuration

[ MAC004084215CAS Settings  Host Communications  Inputs  Outputs  Card Formats  Advanced
Primary (Panel No 1) —
Site Codes Create Request  Update Certificate
Interlacks CREATE SSL CERTIFICATE SIGNING REQUEST
S T N Country Name (2 Letter Code) State or Province Name (Full Name)
us g w
File Management
Loeality Name (City) Common Name (P or Domain Name)
Downstream Devices Oak Creek 192.168.48.139
Organization Name (C )
Honeywell HSF
Email Address

test@honeywell.com|
CREATE SSL CERTIFICATE SIGNING REQUEST

CERTIFICATE SIGNING REQUEST

Go to Advanced Menu > Security Certificate tab. Create Request will be selected at the
top of the pane. Fill in the fields as shown above. Make sure that the panel IP address is in
the common name field.

Select Create TLS Certificate Signing Request.

[} NethXS 60

&< (&) ‘ A Notsecure | b75://192.168.48.139/vi T 3 ed/security/sslcreate

SECURITY CERTIFICATE

Creating signing request.
Please wait.

2% - 294 secs remaining
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Yo

u will then note that there is text in the Certificate Signing Request field.

[} NethXS 60

&

G | A Notsecure | haps//192.168.48.139/views/home/index.lsp#//panelsetting/advanced/security/sslcreate

Panel Configuration

[} MAC004084215CAS Settings  Host Communications  Inputs  Outputs  Card Formats  Advanced
Primary (Panel No 1)
Site Codes Create Request  Update Certificate
Interlocks CREATE SSL CERTIFICATE SIGNING REQUEST

Country Name (2 Letter Code) State or Province Name (Full Name)

Security Certificate

Us B w
File Management
Locality Name (City) Common Name (IP or Domain Name)
Downstream Devices Oak Creek 192.168.48.139
o Name (C ) )
Honeywell HsF
Email Address

test@honeywell.com

CERTIFICATE SIGNING REQUEST

---—BEGIN CERTIFICATE REQUEST-——
MIICQjCCAboCAQAwg YwxCzAJBgNVBAYTAIVTM QswCQYDVQQIEWJXST
ESMBAGALUE

G | A Notsecure | has://192.168.48.139/views/home/index Isp#//pane setting/advance: ﬁ| [

Panel Configuration

[} MAC004084215CAS Settings  Host Communications  Inputs  Outputs Card Formats  Advanced
Primary (Panel No 1)
Site Codes Create Request  Update Certificate
Interlocks Locality Name (City) Common Name (IP or Domain Name)
. X Oak Creek 192.168.48.139
Security Certificate
o Name (C: ) it )
File Management
Honeywell HSF

Downstream Devices
Email Address

test@honeywell.com

CERTIFICATE SIGNING REQUEST

---—BEGIN CERTIFICATE REQUEST-——

MIICOjCCAboCAQAwg YwxCzA JBgNVBAYTAIVTM QswCQYDVQQIEwIXST
ESMBAGALUE
BxMJT2FrlENyZWVrMRIWEAYDVQQKEwlIb25leXdIbGwxDDAKBgNVBAs
TADRTRIFX.

RESET CERTIFICATE SIGNING REQUEST AND FIELDS

Copy all of the text out of this field and send it to the signing authority of your choice.

You will receive a signed certificate (also in text format).
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Navigate to the Update Certificate pane and paste the certificate into the designated field.

Select Save Certificate.

NetAXS 6.0 x
/e N —

Panel Configuration

MAC004084215CAS
Primary (Panel No 1)

| S

&< C | A Notsecure | buf5://192.168.48.139 view:

Settings

Site Codes

Interlocks

Security Certificate

File Management

Downstream Devices

home/indexsp#//panelsetting/advanced/security/ssluf

Host Communications

| my

Card Formats ~ Advanced

Inputs  Outputs

Create Request  Update Certificate

UPDATE CERTIFICATE

-—-—~BEGIN CERTIFICATE--——
MIDaDCCARACCQCIIFZVXEL AD)
KGALUEBhMC
VVYMxCzAJBINVBAGMAIdIMRIWEAYDVQQH DAIPYWsqQ 3 JIZWsxFjAUB:
NVRAaMDLhy

REMOVE CERTIFICATE

QBAQSFADCBRIELMA

Remove installed certificate, signing request and use default self signed certificate.

REMOVE CERTIFICATE

Currently Using: Panel Self Signed Certificate

NetAXs 6.0 x
/O N —

Panel Configuration

MAC004084215CA5
Primary (Panel No 1)

&< C | A Notsecure | bu5://192.168.48.139/view:

Settings

Site Codes

Interlocks

Security Certificate

File Management

Downstream Devices

home/indexsp#//panelsetting/advanced/security/ssluf

Host Communications

Card Formats ~ Advanced

Inputs  Outputs

Create Request  Update Certificate

UPDATE CERTIFICATE
-—-—~BEGIN CERTIFICATE--——
MIIDgDCCApACCQCIJFZVXEL AODANBgkqhkiGOWOBAQsFADCBNjELMA
kGALUEBhMC

VVMxCzAJBgNVBAGMAIIMRIWEAYDVQQH DAIPYWsgQ 3JIZWsxFjAUBg
NVBAoMDUhy T

REMOVE CERTIFICATE

Remove installed certificate, signing request and use default self signed certificate.

REMOVE CERTIFICATE

Currently Using: User Certificate

When the save is complete you will notice that the text at the bottom of the page reports
"Currently using: User Certificate."

Section 2 - Installing the master certificate into the browser

When using a self-signed certificate it is necessary to install the matching master
certificate into all computer’s browsers that access the MPA panels.
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After you have installed the certificate file onto the panel but before you install the master
certificate, the browser will still display the broken lock.

A eeeeee—————— -
Privacy error x 1
& C | ANotsecure | baps//192.168.48.27 *| @

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.48.27 (for example,
passwords, messages, or credit cards). Learn more
NETERR_CERT_AUTHORITY_INVALID

[ Automatically send some system information and page content to Google to help detect
dangerous apps and sites. Privacy policy

ADVANCED Backto safety

Open Internet Explorer and select Tools (gear icon) > Internet options.

Select the Content tab then select Certificates button in center of window.

|'\

Internet Opticns | ? P

| General I Security I Privacy | Content | Connections I Programs I Advan::ed|

Family Safety
Control the Internet content that can '@' Family Safety
be viewed.

Certificates

Use certificates for Encrﬁted connections and identification.

[ Clear S5L state (] [ Certificates ] [) Publishers l

AutoComplete

4 AutoComplete stores previous entries

on webpaages and sugaests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated
B

content from websites that can be
read in Internet Explorer and other
programs.

0K ] [ Cancel Apply
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Select the Trusted Root Certificate Authorities tab, then select Import:

<All=

Learn more about certificates

Certificate intended purposes

F B
Certificates p— T— ﬁ
Intended purpose: <All= v]
Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ * | *

Issued To Issued By Expiratio...  Friendly Name

54 192, 168.60.1 192.168.60.1 5/10/2027

@ AddTrust External ... AddTrustExternal CA... 5/30/2020  The USERTrust ...

@AVG Web/Mail Shiel... AVG Web/Mail Shield ... 1/1/2040 <None:=

@Balﬁmore CyberTru... Baltmore CyberTrust... 5/12/2025  DigiCert Baltimor...

@Cermm CA Certum CA 6/11/2027  Certum

@Cerhm Trusted Me... Certum Trusted Netw...  12{31/2029 Certum Trusted ...

@Class 3 Public Prima... Class 3 Public Primary ... 8/1/2028 WeriSign Class 3 ...

@ Copyright {c) 1997 ... Copyright {c) 1997 Mi...  12/30/1999 Microsoft Timest...

@DigiCert Assured ID... DigiCert Assured IDR... 11/9/2031  DigiCert 7
[mport.. | [ Export.. || Remove |

The Certificate Import Wizard will appear.

Certificate Import Wizard

=

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a

certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back Next = ][ Cancel
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Select Next and Browse.

r B
& Open ﬂ
7 -
@uv|_ » Computer » ALG(F) » [ *s|[ Search ALG [F) )
Organize * New folder = 0l @
B Desktop “ Name : Date modified Type o |
& Downloads — .
N . builds 6/12/2017 10:51 AM  File folder
1=l Recent Places §
. camera stuff 6/12/2017 10:52 AM  File folder
. networking .
. Mew folder 9/13/2017 10:49 AM  File folder
. X . sslcaps 9/19/2017 9:54 AM  File folder
=l Libraries i . . -
= System Volume Information 3/6/2017 942 AM File folder =
| tests 6/12/2017 11:03 AM  File folder
& Homegroup §
™ Capture.PNG 9/18/2017 455 PM  PNG File
|| heneywell.pem 9/19/2017 11:17 AM PEM File
1M Computer ) ) .
™ public secure.PNG 9/19/2017 9:41 AM  PNG File
& Local Disk () | ) )
| rootCA.pem 9/12/2017 10:32 AM  PEM File I
% Readyboost (E:) A
| sign script.bxd 9/18/2017 3:20 PM___Text Document
- ALG (F) 2 X
5 usercrt 9/19/20 Security’ -
= ALG (G) ~ | W v 4 ]
File name: - ([AI.L Files (*.*)
% ¥
5 Open Cancel Z

Change the file type to All Files. Then select the master signed certificate from its
location on your machine.

2 A
& Open e
@uvl_ » Computer » ALG(F) » - | ¢f| | Search ALG (F:) 0 |

Organize v Mew folder =~ 0 @
B Desktop “ Name : Date modified Type Sl
& Downloads — . . -
- - .. builds 6/12/2017 10:51 AM  File folder
= Recent Places
. . | camera stuff 6/12/2017 10:52 AM  File folder
/ networkin
’ 9 1 New folder 9/13/2017 10:49 AM  File folder
; o L sl caps 9/19/2017 9:54 AM File folder
=l Libraries ) . . L
= System Velume Information 3/6/2017 9:42 AM File folder =
| tests 6/12/2017 11:03 AM  File folder
i@ Homegroup i .
™ Capture.PNG 9/18/2017 455 PM  PNG File
| || honeywell.pem 9/19/2017 11:17 AM  PEM File
Lol Computer - . . -
& Local Disk (C) ™ public secure.PNG 9/19/2017 41 AM  PNG File
o Local Disk (C)
B Resdyb ) || rootCA.pem 9/12/201710:32 AM  PEM File o
- Readyboost (B
g || sign script.bet 9/18/2017 220 PM  Text Document
- ALG (F) , . . -
5 usercrt 9/19/2017 11:17 AM  Security Certificat -
- ALG (G - m | b
File name:  honeywell.pem v [ANFiles (1) -
[ Open ] I Cancel ]
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Click Open to load the file.

,
Wiy ———

~  You are about to install a certificate from a certification authority (CA)
Lli claiming to represent:

Honeywell Access

Windows cannot validate that the certificate is actually from
"Honeywell Access”. You should confirm its origin by contacting
"Honeywell Access". The following number will assist you in this
process:

Thumbprint (shal): 79017FC4 40804054 9C5B0ESF FEFETCA4
AQCECHES

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes ﬂo

Confirm Yes when this warning comes up:

r A
Certificate Import Wizard ﬂ

e L

The import was successful,
- -

Success!
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Now if you scrolldown the list of Trusted Root Certificate Authorities you should see the
signed certificate in the list:

F 5

Certificates £
Intended purpose: <Allz v]
| Intermediate Certification Autherities | Trusted Root Certification Authorities I Trusted Publ| * | *

Issued To Issued By Expiratio...  Friendly Name -
5 lclobalsign Root CA GlobalSign Root CA 1/28/2028  GlobalSign

@Go Daddy Class 2 C... Go Daddy Class 2 Cer... 6292034  Go Daddy Class ...
[5G0 Daddy Root Cer... GoDaddy Root Certifi...  12/31/2037 Go Daddy Root ...
[5,16TE CyberTrust Glo... GTE CyberTrust Globa... 8/13/2018  DigiCert Global R... —
@Honeywell Access Honeywell Access 7/9f2020 <None> |i|
@Microsof‘t Authentic... Microsoft Authenticod...  12/31/1999 Microsoft Authe...
EIMicrosoft Root Aut...  Microsoft Root Authority  12/31/2020  Microsoft Root A,
EIMicrosoft Root Cert... Microsoft Root Certifi.,.  5/3/2021 Microsoft Root C...
@Microsof‘t Root Cert... Microsoft Root Certifi...  6/23/2035  Microsoft Root C... =

| tmport... || Eport.. |[ Remove |

Certificate intended purposes
<Al

View

Learn more about certificates

Close

Close any Chrome windows that were open. Navigate to the URL MPA Address and the
login screen will appear. The address bar will indicate a Lock Icon with “Secure”.

www.honeywell.com/security



| 115

MPA1l Accounts

Creating MPA1 Accounts

A Useris someone who will be using the MPA1 software in one or more functionalroles. The
Manage Accounts configuration window allows you to configure the following:

e Add, modify, delete user accounts
. Enable or disable user accounts

e View the user’s current login status (logged in or out)
There are three types of user accounts, which all include different abilities and functions.

Table 6-1  User Access Types and Functionality

Function Operator Service Administrator
View alarms/events v v v
Acknowledge alarms v v v
View panel 170 status v v v
Control 170 status v v v
Generate reports v v v
View card database 4 v v
Create, modify, delete cards v v
View all configurations 4 v
Create, modify, delete v

configurations

Perform v
uploads/downloads

Manage own user account v v v
Manage all user accounts v
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Note User name is free from text field, if personal identifications details are used
for the User name, then it is the responsibility of system administrator to
make sure appropriate consent is obtained from the user and maintained to
meet GDPR compliance.

7. Click Manage Accounts in the Menu to navigate to the Manage Accounts window.

Figure 6-1 Manage Accounts Configuration Interface

Manage Accounts

admin

Logged In Admin
client Passworc d
Le d Out
g admin
Dulce
Account t Type Account Status
Logged Out
Sonico | Oparatr eraiod. [

mark

Language Preference

Logged Out
EnglishDefault

op

Logged Out

Password
Logged Out

Note When creating passwords, they must meet the following minimum
requirements:

e Consist of letters, numbers, and symbols.
e Contain at least one character from each of the following four types:

lower-case letters (a—z), UPPER CASE letters (A-Z), numbers (0-9), and
symbols [, @, #,$, %, ", & * (,)].
e Contain a minimum of 8 and a maximum of 16 characters.

¢ Not contain the name of the user’s account type ("admin”, "service", or
"operator").

* Not contain a consecutive string of 3 or more repeated characters.

Note Alluser passwords will expire after a period of six months; the users will be
prompted to change password upon login.
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Figure 6-2 Accounts Configuration Interface

T

Logged In Admin
client Passwore d
Logged Out B
Dulee Accoun it Type Account Status.
Comgea Dat Senico | Operator Disablod
mark
gt Language Preference
EnglishDefault
opP
Logged Out
Password
Logged Out
8. Clickto create a new account.
9. Enteraname.
10. Enter a Password.
11. Select an Account Type, either Administrator, Service, or Operator. See Table 6-1 on
page 115 for more about these accounts.
12. Enable/disable the Account Status.
13. Select alanguage.
14. Click Save.

Modifying a User Account

1.

Click to select an account in the Manage Accounts interface.
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Figure 6-3 Modifying a User Account

Manage Accounts

admin

Logged In Dulce
client Password
b Dulce
ulce Account t Type Account Status
Logged Out

Administrator OV LR Enabled  [EEES]
mark

Language Preference
Logged Out

EnglishDefault
op

Logged Out

Password
Logged Out

2. Make the changes, and then click Save.

Deleting a User Account

1. Clicktoselectan accountin the Manage Accounts interface. A delete icon
appears.

2. Click , then click OK to confirm the deletion.
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Technical Support

Normal Support Hours

Web

USA

USA +1 8003234576
Technical Support, Option 2 (Access Control)

Monday through Friday, 7:00 a.m. to 7:00 p.m. Central Standard Time (CST), except
company holidays: (800) 323-4576.

For technical assistance please visit https://www.honeywellaccess.com

EMEA
ITALY +390399301301
UK +441344238266
SPAIN +37911238038
FRANCE +33366880142

THE NETHERLANDS +31108080688
Technical Support, Option 2 (Access Control)

Hours of Operation | Monday through Friday, 9:00 am - 7:00 pm EST

Following are the tech support E-mail IDs of different countries.

EMEA ITALY hsgittechsupport@honeywell.com
UK hsguktechsupport@honeywell.com
SPAIN hsgestechsupport@honeywell.com
FRANCE hsgfrtechsupport@honeywell.com

THE NETHERLANDS hsgnltechsupport@honeywell.com

USA  https://www.honeywellsystems.com/ss/techsupp/index.html
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Web Support

Technical Assistance:

https://honeywellaccess.com

MyWebTech Customer
Support

https://mywebtech.honeywell.com

Schedule Support:

https://honeywellsystems.com/ss/

schedulesupport/index.html

Online Training:

https:.//honeywelldiscovertraining.

com
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Appendix

This product is compliant with ULC 60839 -11-1 Grade 1. Below tables lists the evaluated
mandatory requirements.

Note Optional ULC 60839-11-1 requirements has not been evaluated by UL.

Table 7-1
Access Point Interface requirements Yes/No Grade 1 OP/M
When the release time is system-defined, the permitted value shallnotbe Yes M

lessthan 3s

Provide access control for entry into a protected (controlled) area Yes M
Access granted conditional upon credential validity (blocked, suspended, Yes M
invalid)

Table 7-2
Table 3 -Indication and annunciation requirements  Display/Alert/Loggin Yes/No Grade 1 OP/M

g/Indication

Visual and/or audible indication required Indication Yes M
when access is granted

Table 7-3
Access levels Yes/No Grade
The minimum ratio between number of possible user codes and number of Yes M

allocated codes shall be at least 1 000 to 1 when system is using recognition
of avalid user by memorized information only e.g.: up to 10 users — 4 digits, up
to 100 users — 5 digits, up to 1 000 users — 6 digits, etc

In normal mode of operation the system shall use complete token information Yes M
(facility code and card number, or unique card number) for recognition

Tokens with coding system structure visible to unaided human eye shall not  Yes M
be used
The token identity number readable on the token not to be a direct Yes M

representation of the entire coding
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Table 7-4
Overriding requirements Yes/No Gradel OP/M
The electronic access control system shall not prohibit the free exit granted by  Yes M

other emergency systems (e.g. fire, environmental)

Table 7-5
System self-protection requirements Yes/No Grade 1 OP/M
Memory stored information (settings) shall be kept for the indicated minimum Yes M
period of time in case of total power loss (except for loss of data retention
battery)
Following a total loss of power automatic restart of the access controlsystemis Yes M

required upon primary power source restoral

If full functionality of the access control unit cannot be restored (data Yes M
corrupted or lost) following the automatic restart a trouble condition shall be
annunciated

Means of access to the internal elements of components of an access control Yes M
system shall require the use of a tool

Theenclosures of the EACS components accessible from outside the controlled Yes M
area shall meet the required IP and IK ratings

There shall be separate access levels that categorize the ability of the operators Yes M
to perform different functions in the system. Minimum number of logical
access levels is:

The minimum number of required characters for logical access by memorized Yes M
information only shall be as indicated (N=numeric/A=alphanumeric)

Either failure or restoration of the communication channel shall notresultin Yes M
the release of an access point

Failure of communication with monitoring console shall not interrupt the Yes M
access decision process

Processing rules stored in an access point reader shall not be visible to system yes M
users
Light or sound keystroke keypad activation indicators shall not be a direct Yes M

representation of actual codes, but shall be identical in pitch and duration

Data entry system validation. System shall provide annunciation when invalid Yes M
data has been entered during configuration mode at the monitoring console

Access to the configuration mode shall time out after a pre-set period of Yes M
inactivity
Table 7-6
Power supply requirements Yes/No Grade 1 OP/M
Following an extended primary power source failure (system shutdown N/A M

occurred) and restoration of power, rechargeable batteries shall be recharged
to 80 % of rated capacity within 24 hours and 100 % of rated capacity within
72 hours
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Honeywe“ | THE FUTURE IS WHAT WE MAKE IT

Honeywell Access Systems
135 W. Forest Hill Avenue
Oak Creek, WI 53154
United States
800-323-4576

www.honeywellaccess.com
+1 800323 4576, Option 2 (North America only)
https://mywebtech.honeywell.com
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No part of this publication may be reproduced by any means without written permission from Honeywell. The
information in this publication is believed to be accurate in all respects. However, Honeywell cannot assume
responsibility forany consequences resulting from the use thereof. The information contained herein is subject to
change without notice. Revisions or new editions to this publication may be issued to incorporate such changes.
For patent information, see www.honeywell.com/patents.

Please be aware that this product can store personal data.

Personal data is protected by the General Data Protection Regulation (2016/679) in Europe and therefore the
owners of personal data have obtained certain rights thanks to this regulation.

We strongly advise you to be fully aware of these owner (“data subjects”) rights as well as which limitations you
have to obey regarding the use and distribution of this data.

Further details can be found on the GDPR website of the EU:
https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/data-protection/2018-reform-eu-
data-protection-rules_en

www.honeywell.com/security


http://www.honeywellaccess.com
https://mywebtech.honeywell.com
http://www.honeywell.com/patents
http://www.honeywell.com/patents

	Contents
	Getting Started
	Overview
	Connecting to the Web Server
	Setting Up an Ethernet Port
	To set up an Ethernet Port
	Navigating through MPA
	The MPA1 Dashboard
	Accessing the Menu
	Basic Settings
	Overview
	Configuring the EVL (Ethernet Virtual Group)
	What is an EVL?
	Network Requirements
	Setting for EVL mode
	Creating an EVL
	Managing Configuration Data
	Configuring Host/Loop Communications
	Setting Communication Parameters for Host Mode
	Setting the Communication Mode to Web
	Configuring for MAXPRO Cloud
	Initial Panel Setup
	Entering a Panel Name
	Configuring the Network Settings
	Configuring Time Management
	Configuring the Current Panel Time
	Settings Tab
	Host/Loop Communications Tab
	Configuring Behavior Settings
	Configuring Schedules
	Creating a schedule
	Modifying a Schedule
	Deleting a Schedule
	Configuring Holidays
	Creating a Holiday
	Modifying a Holiday
	Deleting a Holiday
	Configuring Spaces
	Configuring Spaces
	Removing a Door from an Access Group
	Configuring Doors
	Accessing the Doors Configurations
	Configuring Door Reader Settings
	About Supervisor Mode
	About Escort Mode
	Configuring Door Inputs
	Configuring Door Outputs
	Configuring Panel I/O and Groups
	Configuring Inputs
	Configuring Outputs
	Configuring Output Groups
	Configuring Card Formats
	Navigate to Card Formats:
	Managing Site Codes
	Creating a Site Code
	Modifying a Site Code
	Deleting a Site Code
	Configuring Interlocks
	Creating Interlocks
	Deleting Interlocks
	Enabling/Disabling Interlocks
	Configuring People and Cards
	Configuring People
	Creating a Person
	Modifying a Person
	Deleting a Person
	Configuring Cards
	Adding a New Card
	Modifying Cards
	Deleting Cards
	Configuring Access Groups
	Creating a New Access Group
	Monitoring and Reporting
	Monitoring
	Monitoring Alarms and Events
	Alarms
	Events
	Navigating to the Alarms & Events tab:
	Monitoring/Managing Doors
	Navigating to the Spaces & Doors tab:
	Monitoring Inputs
	Navigating to the Auxiliary Connections-Inputs tab:
	Restoring the Schedule
	Monitoring Outputs
	Configuring Outputs
	Navigating to the Auxiliary Connections-Outputs tab:
	Monitoring Output Group
	Configuring Output Groups
	Navigating to the Auxiliary Connections-Output Groups tab:
	Configuring Door Outputs
	Reporting
	Generating Event Reports
	Generating Diagnostic Reports
	Generating People/Card Reports
	Maintenance
	Overview
	Backing Up
	Upload (From Panel)
	I. Primary Panel Upload
	II. Secondary Panel Upload
	Backing Up (or Uploading) Other Data from the Panel to the Host System
	Card Report
	Diagnostic Report
	System-wide Backup
	Download (To Panel)
	Firmware Download (Also see: Firmware Upgrades)
	Downloading a Card Database Report (.CVS file) from the Host System to the Panel
	Backup file Download
	Process to Restore the Entire Loop
	Restoring (Downloading) Panel Only
	Restoring (Downloading) Entire Loop
	Synchronizing a New Panel with Information on an Existing Panel
	Replace a Primary Panel in an Existing Loop (Web Mode)
	Overview
	Primary Panel Replacement and System Wide Restore
	Replace a Secondary Panel (Web Mode)
	Overview
	Secondary Panel Replacement and Synchronization
	Hard Default a Primary in an Existing Loop (Web Mode)
	Overview
	Primary | Secondary Panel Synchronization (Hard Default)
	Hard Default an Existing Secondary Panel (Web Mode)
	Overview
	Primary | Secondary Panel Synchronization (Hard Default)
	Synchronization Detail Chart
	Synchronization
	Example:
	Common data includes:
	Access control behavior during synchronization:
	Restore Entire Loop Detail Chart
	System Wide Backup Restore:
	Example:
	Common data includes:
	Panel-specific data includes:
	Important Points to Note:
	Restoring the Panel to Factory Default Settings
	Resetting the Panel
	Firmware Upgrades
	Panel Requirements
	Overview
	Planning for the Firmware Upgrade
	Ethernet Virtual Loop (EVL):
	Updating the MPA1 Panel Using the Web Interface
	Step 1: Installing the new File
	Step 2: Verifying that the Installed Versions are Correct
	Caches and Certificates
	Caches
	Clearing the Cache and Cookies in the Internet Browsers Used by the MPA1 Web Server
	Generating and Installing Certificates
	Section 1 - Generating sign-in request and installing certificates
	Section 2 - Installing the master certificate into the browser
	MPA1 Accounts
	Creating MPA1 Accounts
	Modifying a User Account
	Deleting a User Account
	Technical Support
	Normal Support Hours
	USA
	Web
	EMEA
	Appendix

